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Texas enacts comprehensive 
privacy law
Jorge Ortiz, Nicholas Shepherd, and Lindsey Tonsager of 
Covington & Burling analyse the law which enters into force in 
July 2024.

How consistently is the EU 
GDPR being enforced?

On 18 June 2023, the Gover-
nor of Texas signed into 
law the Texas Data Privacy 

and Security Act (TDPSA), making it 
the 12th state overall in the United 
States, and seventh in 2023 alone, to 
enact a comprehensive privacy law.1 

With approximately 30 million 
inhabitants, Texas is the second-most 
populous state (behind only Califor-
nia) to pass a privacy law of this 
scope and magnitude. The TDPSA 

The European Union’s data rules have built-in consistency 
mechanisms. After five years of operation, how well are they 
working and what does the future hold? Tom Cooper reports.
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The uniform application of the 
EU’s General Data Protection 
Regulation (GDPR) across the 

bloc’s 27 Member States, each with a 
different history, legal system and atti-
tude to data protection, was always 
going to be a challenge. Nevertheless, 

that is the European Data Protection 
Board’s (EDPB’s) remit under EU law.  

In May, the board elected Fin-
land’s Data Protection Commis-
sioner, Anu Talus, as its new chair1. 
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Future prospects for the  
EU-US privacy framework  
Organisations have been pleased to see the adoption of the new EU-US 

Privacy Framework in July (p.7). It is almost certain that a legal challenge 

will arise – nevertheless companies now have some breathing space 

provided that companies sign up to the pact enthusiastically and 

implement their commitments in the US.  

 

The next step is the EU Commission’s long-awaited review of the existing 

adequacy decisions. Argentina, which is one of the beneficiaries, is now 

modernising its law to meet the higher GDPR-level of adequacy (p.17). 

The bill is based on the EU GDPR and the Council of Europe 

Convention 108+. 

 

On the back of the EU-US decision, we can expect a UK decision soon, as 

well as Switzerland taking similar measures. But what about adequacy at 

US state level?  The trend of adopting state level consumer privacy laws 

continues with Texas (p.1) and Oregon (p.6). There have already been 

speculations about California being a likely candidate for adequacy as it 

has a  stronger law than the other states. Also possible are sectoral 

arrangements which would benefit the areas currently not covered by the 

Privacy Framework, such as financial services.  

 

The Cambridge Analytica saga continues, as witnessed by our expert 

panel at PL&B’s summer conference (p.14). In Australia, the Privacy 

Commissioner and Meta have now been ordered by the federal court to 

engage in mediation. This is to end the costly legal proceedings over the 

scandal which started five years ago. 

 

Some worrying developments can been seen in the adoption of generative 

AI (p.28). The EU is not just paying attention but is at the forefront with 

its AI Act, and evaluating the impact of AI in the metaverse from many 

viewpoints (p.6). On the positive side, SupTech which includes AI 

elements can help DPAs with their workload (p.18).  
 

Laura Linkomies, Editor 
PRIVACY LAWS & BUSINESS
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Talus added that the EDPB “task 
forces” found harmonised approaches. 
In response to a question on the speed 
of EDPB decisions, she said this had 
improved over the life of the EDPB. 
“Of course when you do something for 
the first time it always takes longer,” 
she said. You learn from mistakes and 
learn how to be more efficient.”

will take effect on 1 July 2024, giving 
companies that fall within its scope 
approximately a year to ensure their 
data collection practices comply with 
the law. 

The TDPSA is comparable in cer-
tain respects to Virginia’s Consumer 
Data Protection Act (VCDPA) and 
other state privacy laws following a 
similar model, but deviates in certain 
key areas, as noted below. More gener-
ally, the TDPSA and other state privacy 
laws significantly align with the 
blueprint of the European Union’s 
General Data Protection Regulation 
(GDPR), a model which continues to 
proliferate worldwide.  

This article provides an overview of 
key aspects of the TDPSA, considers 
where the law falls compared to other 
comprehensive state privacy laws 
enacted in the US to date, and raises 
practical considerations for covered 
businesses to bear in mind. 

APPLICABILITY AND SCOPE 
The TDPSA applies to any natural or 
legal person that meets the following 
(cumulative) criteria:  
1.   conducts business in the State of 

Texas or produces products or ser-
vices consumed by Texas residents;  

2.   processes or engages in the sale of 

personal data; and  
3.   is not a small business as defined by 

the United States Small Business 
Administration, with some excep-
tions.  
This scope deviates from other state 

privacy laws that define specific 
volume thresholds of personal data that 
an organization must collect/process in 
order for the law to apply.2  

That said, the TDPSA contains 
many of the same explicit exceptions 
from its scope as other state privacy 
laws. For example, the TDPSA does 
not apply to state agencies, higher edu-
cation institutions, nonprofit organiza-
tions, or entities subject to federal laws 
such as the Health Information Porta-
bility and Accountability Act 
(HIPAA) or the Gramm-Leach-Bliley 
Act (GLBA). Moreover, the TDPSA 
does not restrict a controller’s ability 
to, for example, comply with the law, 
nor to prevent, detect, or respond to 
security incidents. Similar to other state 
privacy laws thus far (except for Cali-
fornia), the law’s provisions do not 
extend to individuals acting in the 
employment or commercial context. 

KEY DEFINITIONS 
The TDPSA includes definitions that 
align with common terminology used 
in other state privacy laws and the 
GDPR, such as “personal data” (any 

information that is linked or reasonably 
linkable to an identified or identifiable 
individual), “controller” (a party that, 
alone or jointly, determines the pur-
pose and means of processing personal 
data), and “processor” (a party that 
processes personal data on behalf of a 
controller).  

Notably, the TDPSA (similar to the 
state privacy laws in Colorado and Con-
necticut) includes a definition of “dark 
pattern” that refers to a user interface 
designed with the effect of substantially 
subverting or impairing user autonomy, 
and includes any practice the Federal 
Trade Commission refers to as a “dark 
pattern.” The TDPSA also includes def-
initions for the terms “sale” (a disclosure 
of personal data to a third party for 
monetary or other valuable considera-
tion), “profiling,” and “sensitive data” 
that align with other state privacy laws’ 
definitions.  

CONTROLLER OBLIGATIONS 
Parties operating as data controllers 
subject to the TDPSA must comply 
with a range of obligations and restric-
tions. Below, we have identified six 
key obligations that controllers oper-
ating in Texas should bear in mind, 
and considered some of their practical 
implications.  

1. Transparency: Controllers must 
provide consumers with a reasonably 

Texas.. from p.1

1    edpb.europa.eu/news/news/2023/anu-
talus-elected-new-chair-european-data-
protection-board_en and 
www.privacylaws.com/news/finnish-
commissioner-anu-talus-appointed-as-
new-chair-of-edpb/ 

2    Video and session recordings are 
available for registered participants at 
www.privacylaws.com/events-
gateway/events/ic2023/video2023/ 

3    See the press release and associated 
links to the Regulation at 

ec.europa.eu/commission/presscorner/
detail/en/ip_23_3609 

4    The previous reference includes a link 
to the EDPB’s ‘wish list’. 

5    ‘Procedural autonomy’ is, following 
various decisions from the Court of 
Justice of the European Union, limited 
by the requirement to ensure the 
effectiveness and equivalence of EU 
law is maintained. It must be no harder 
to exercise rights under EU law than 
under national law (equivalence) and 

national procedural rules should not 
make it difficult (or impossible) to 
exercise rights under EU law 
(effectiveness). For a concise 
explanation of this distinction, see 
www.concurrences.com/en/dictionary/p
rocedural-autonomy#:~:text= 
National%20procedural%20autonomy
%20is%20a,and%20equivalence%20of
%20EU%20law 

REFERENCES

PL&B’s 36th Annual International 
conference, Who’s Watching Me? was 
held at St John’s College Cambridge, 3-5 
July 2023. Videos and slides from the 
sessions are available to registered 
participants at www.privacylaws.com/ 
events-gateway/events/ic2023/video2023/ 
You can register now for the session 
videos at www.privacylaws.com/events-
gateway/events/ic2023/
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accessible privacy notice that specifies:  
1.   the categories of personal data pro-

cessed by the controller;  
2.   the purpose for processing personal 

data;  
3.   if applicable, the categories of per-

sonal data the controller shares with 
third parties;  

4.   if applicable, the categories of third 
parties with whom the controller 
discloses personal data; and  

5.   how consumers may exercise their 
rights and a description of the meth-
ods for a consumer to submit a 
request to exercise their rights.  
Many companies operating in Texas 

may have already drafted and published 
such notices to comply with the GDPR 
or other privacy laws and/or align with 
industry practice more generally, but 
would be well-advised to review them 
again from the perspective of their data 
collection practices in Texas, to ensure 
these notice requirements are ade-
quately addressed.  

2. Data Minimization: Controllers 
must limit data collection to what is 
reasonably necessary in relation to the 
purpose(s) for which the personal data 
is processed, as disclosed to the con-
sumer. This may require organizations 
to (if they have not done so already) 
identify the specific personal data ele-
ments they are collecting, make a clear 
connection between those elements and 
the purpose(s) for which they are used, 
and plainly disclose this information in 
the privacy notice. Notably, companies 
subject to the TDPSA will have to 
obtain opt-in consent to process any 
personal data that is not reasonably 
necessary to fulfill a processing pur-
pose disclosed in the privacy notice.  

3. Consent to Process (and Notice 
to Sell) Sensitive Data: Controllers 
must obtain consent before processing 
a consumer’s sensitive data. “Sensitive 
data” is defined as personal data reveal-
ing racial or ethnic origin, religious 
beliefs, a mental or physical health 
diagnosis, sexuality, or citizenship or 
immigration status; genetic or biomet-
ric data processed to identify individu-
als; personal data collected from a 
known child; and precise geolocation 
data (i.e., identifies a consumer within a 
radius of 1,750 feet, 533 metres). If a 
controller sells sensitive data or bio-
metric data, it must post a specific 
notice (i.e. “NOTICE: We may sell 

your [sensitive/biometric] personal 
data.”) in its privacy notice. 

4. Controller-to-Processor Con-
tractual Terms: Similar to the GDPR 
and other state privacy laws, the 
TDPSA requires that specific contrac-
tual terms be included in agreements 
between controllers and processors in 
relation to the processing of personal 
data, including, for example, provisions 
requiring the controller to provide 
clear instructions for the processing 
and for the processor to, in turn, main-
tain the confidentiality and security of 
the data, cooperate with reasonable 
requests of the controller in relation to 
the data, return or delete the data at the 
conclusion of the services (unless pro-
longed retention is required by law), 
and so forth. 

5. Data Protection Assessments: 
The TDPSA requires controllers to 
conduct data protection assessments of 
processing activities that involve tar-
geted advertising, the sale of personal 
data, profiling (in limited circum-
stances), sensitive data, or otherwise 
present a heightened risk of harm to 
consumers. The assessments must iden-
tify and weigh the benefits of the pro-
cessing to the controller, consumer, 
other stakeholders, and the public at 
large, against the potential risks to the 
consumer, while also taking into con-
sideration any mitigating safeguards to 
reduce risks.  

CONSUMER RIGHTS 
The TDPSA affords consumers the fol-
lowing rights:  
•    Confirm whether a controller is 

processing their personal data and 
access to such personal data;  

•    Correct any inaccuracies in the per-
sonal data;  

•    Delete personal data;  
•    Obtain a portable copy of the con-

sumer’s personal data that allows 
the consumer to readily transmit 
the data to another controller; and  

•    Opt-out of processing for purposes 
of (a) targeted advertising, (b) the 
sale of personal data; or (c) profiling 
in furtherance of decisions that pro-
duce legal or similarly significant 
effects concerning the consumer.  
The TDPSA also requires con-

trollers to implement opt-out prefer-
ence signals by 1 January 2025. Specifi-
cally, a consumer may designate an 

authorized agent using a technology, 
including a “global setting on an elec-
tronic device,” that allows the con-
sumer to opt out of the processing of 
personal data for targeted advertising, 
the sale of personal data, or both. A 
controller must comply with an opt-
out preference signal if the controller is 
able to verify the identity of the con-
sumer and the authorized agent’s 
authority to act on the consumer’s 
behalf.  

ENFORCEMENT AND GUIDANCE 
The Texas Attorney General has the 
exclusive authority to enforce the 
TDPSA, and can seek injunctive relief 
or civil penalties of up to $7,500 per 
violation. The TDPSA provides con-
trollers and processors with a 30-day 
“cure period” to remedy a violation. 
This cure period will remain in effect 
indefinitely, unlike some other state 
privacy laws recently enacted, which 
include a cure period that will expire 
on a certain date.  

Separately, the TDPSA requires the 
Attorney General to post on its web-
site information relating to: (1) the 
responsibilities of a controller; (2) the 
responsibilities of a processor; and  
(3) facilitating consumer rights. More-
over, the Attorney General must pro-
vide and maintain an online channel 
through which consumers may submit 
complaints.  

HIGH-LEVEL COMPARISON TO 
OTHER STATE PRIVACY LAWS 
The California Consumer Privacy Act 
of 2018 (CCPA) was the first compre-
hensive state privacy law enacted in the 
US, and none of the state privacy laws 
promulgated since then have aligned 
closely to the CCPA approach – 
which, among other things, uses 
unique terminology (e.g., “business” 
and “service provider” instead of “con-
troller” and “processor”), creates a 
state-level privacy authority, and 
establishes a limited private right of 
action. Instead, the other state laws 
thus far align with the more general 
framework of the GDPR, and the six 
laws enacted in 2023 mirror the 
approach of the laws in place in Vir-
ginia, Colorado, Connecticut, and 
Utah (the first four states to introduce 
privacy laws following the CCPA).   

Overall, the TDPSA tracks most 



closely with Virginia’s VCDPA. How-
ever, the TDPSA has a distinct way of 
addressing the opt-out preference 
signal, as described above.  

PRACTICAL CONSIDERATIONS 
FOR BUSINESSES 
As a starting point, any business oper-
ating in Texas or targeting Texas con-
sumers should consider whether the 
TDPSA applies to it. As previously 
mentioned, the TDPSA uses unique 
applicability criteria, such that it is 
possible that a business operating 
across multiple states that is not sub-
ject to the VCDPA or other state pri-
vacy laws could fall within the scope 
of the TDPSA. It would also be pru-
dent to monitor any official state-
ments clarifying the TDPSA’s scope of 
application, such as the Attorney 

 General’s forthcoming guidance.  
Lastly, if a business has determined 

that the TDPSA applies to it, it should 
be able to at least partly leverage its US 
state privacy compliance efforts to 
address TDPSA obligations. Depend-
ing on the business, there may also be 
some TDPSA-specific considerations 
that should be reviewed to ensure full 
compliance, like the specific privacy 
notice requirements for controllers that 
sell sensitive or biometric data. 
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1    Tex. H.B. 4, 88th Leg., R.S. (2023).  
Other states with comprehensive 
privacy laws include California, 
Virginia, Colorado, Connecticut, 
Utah, Iowa, Indiana, Tennessee, 
Montana, Florida and Oregon. 

2    For example, the VCDPA applies to a 
person that conducts business in 
Virginia or produces products or 
services that are targeted to Virginia 
residents and that (1) controls or 
processes personal data of at least 
100,000 consumers; or (2) controls or 
processes personal data of at least 
25,000 consumers and derives over 
50 percent of gross revenue from the 
sale of personal data. 
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On 22 June, the US state of Oregon 
passed the Oregon Consumer Privacy 
Act, S.B. 619 and it was signed into law 
on 18 July. The law will be in force 
from 1 July 2024. 

The bill was developed over the last 
four years by the Attorney General’s 
Consumer Privacy Task Force, created 
to answer the call for comprehensive 
consumer privacy legislation.  

“Working with 150 consumer privacy 

experts and stakeholders over the last 
three years, my team put together what 
we believe to be the best comprehen-
sive consumer privacy law in the 
nation,“ said Attorney General Ellen F. 
Rosenblum. “The Oregon Consumer 
Privacy Act defines personal and bio-
metric data broadly, protects consumer 
data rights holistically, and holds com-
panies that have access to our data to 
high standards.” 

Oregon is the 12th US state to enact 
a comprehensive consumer data pri-
vacy law, joining California, Virginia, 
Colorado, Connecticut, Utah, Iowa, 
Indiana, Tennessee, Montana, Florida, 
and Texas. 

 
• See www.doj.state.or.us/media-
home/news-media-releases/oregon-
legislature-passes-ag-rosenblums-long-
awaited-consumer-data-privacy-law/

Oregon adopts a data protection law

A study prepared by the European Par-
liament’s Policy Department for Citi-
zens’ Rights and Constitutional Affairs 
at the request of the JURI Committee 
looked into the commercial, industrial 
and military applications of the meta-
verse both in terms of opportunities as 
well as significant concerns for every-
day life, health, work, and security. 

The study stresses that legislative 
initiatives need to make sure that the 
metaverse will play a positive role.  

“Forecasts indicate that we are 
experiencing a decade of metaverse and 
that it will take 6 to 8 years to achieve 
the full potential of metaverse. Once it 

happens economic benefits/gains can 
be very significant. However, impor-
tant elements of metaverse such as dig-
ital ethics, digital twins, blockchain, 
generative AI, tokenization, digital 
humans will start to have significant 
impact much earlier (one to three 
years and three to six years in the case 
of generative AI, tokenization and 
digital human).” 

“Data protection and intellectual 
property rights may play a crucial role 
helping Europeans to deal with the new 
wave of datafication, digital ‘humans’ 
and AI enabled ‘work colleagues’”. 
MEPs included these considerations 

into the text of the proposed AI Act. 
Understanding that metaverse will 
magnify the problem should prompt 
a reflection on how it could, along 
with other elements of European 
legal system, empower citizens and 
ascertain that citizens will partici-
pate in economic benefits of meta-
verse,” says the author, Mariusz 
Maciejewski of the Policy Depart-
ment for Citizens’ Rights and 
 Constitutional Affairs, DG IPOL.  
 
• See www.europarl.europa.eu/Reg 
Data/etudes/STUD/2023/751222/IPO
L_STU(2023)751222_EN.pdf

EU issues a study on the metaverse
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